Abstract In this paper, we introduce a new approach to the generation of binary sequences by applying trace functions to elliptic curves over GF(2 m ). We call these sequences elliptic curve pseudorandom sequences (EC-sequence). We will show their periods, distribution of zeros and ones, and linear spans. This research has uncovered a class of ECsequences, generated by super-singular curves, which has half period as a lower bound for their linear spans. In comparison to de Bruijn sequences with the same parameters, EC-sequences can be constructed algebraically and can be generated e ciently in software or hardware by means used for implementation of elliptic curve public-key cryptosystems.
Introduction and Preliminaries
In 1969, Massey 34] found that if a binary sequence of length p has linear span n, then the entire sequence can be reconstructed from 2n consecutive known bits by using the Berlekamp-Massey algorithm. Since then, stream cipher researchers have been working on how to construct binary sequences with large linear spans. It is a known result that any periodic binary sequence can be decomposed as a sum of linear feedback shift register (LFSR) sequences, which is a resulting sequence by operating a trace function on a Reed-Solomon codeword 42, 45] . More precisely, let be a primitive element of a nite eld GF(2 n ) and C = fr 1 ; ; r s g; 0 < r i < 2 n ? 1, be the null spectrum set of a Read-Solomon code. If we want to transmit a message m = (m 1 ; ; m s ); m i 2 GF(2 n ), over a noisy channel, then rst we form a polynomial g(x) = P s i=0 m i x r i and compute c j = g( j ). The codeword is c = (c 0 ; c 1 ; ; c 2 n ?2 ). Now we operate the trace function from GF(2 n ) to GF (2) to this codeword, i.e., we do a i = Tr(c i ) = Tr(g( i )); i = 0; 1; ; 2 n ? 2:
(1)
Then the resulting sequence A = fa i g is a binary sequence where period of A is a factor of 2 n ? 1. All periodic binary sequences can be reduced to this model. Note that if g(x) = x, then A is an m-sequence of period 2 n ? 1. So, a lot of research has been looking for a clever way to choose the function g(x) such that the resulting sequence has a large linear span, a long period and good statistical properties. Examples include lter function generators 22, 26, 41, 24, 25, 3, 27, 44, 5, 47, 12, 46, 28, 19, 17, 18, 38, 32, 33] , combinatorial function generators 22, 48, 43, 52, 8] , and clock controlled generators and shrinking generators 1, 13, 30, 6] . Unfortunately, the trace function destroys the structure of Reed-Solomon code. It is di cult to get sequences satisfying cryptographic requirements from this approach. If one can x the linear span, then there is no proper method to determine the statistical properties of the resulting sequences. Examples include many conjectured sequences with two-level autocorrelation or lower level cross correlation 39, 40, 49] . If one can x the parameters for good statistical properties, then all known sequences have low linear spans in the sense of that ratio of linear span over period is much less than 1/2. (See the references for lter generators and 21].) There is only one known exception: the so called de Bruijn sequences or modi ed de Bruijn sequences, which have large linear spans and satisfy n?tuple uniform distribution property 2, 4, 15] . But all algorithms for constructing de Bruijn sequences require a huge memory space. It is almost infeasible to construct a de Bruijn sequence with period 2 n when n > 30 14, 9, 7, 10] .
In this paper, we introduce a new method for generating binary sequences. We will replace a Reed-Solomon codeword in (1) by the points on an elliptic curve over GF(2 n ). We will discuss the distribution of zeros and ones, the period and the linear span of the resulting binary sequences, which will be called elliptic curve pseudorandom sequences, EC-sequences for short. This research has uncovered a class of EC-sequences which are suitable for use as a key generator in stream cipher cryptosystems. For such a EC-sequence, its period is equal to 2 n+1 , the bias for unbalance is b2 n=2 c and a lower bound and an upper bound of linear span are 2 n and 2 n+1 ? 2, respectively. Note that a de Bruijn sequence of period 2 n+1 has 2 n + n + 1 and 2 n+1 ? 1 as its lower bound and upper bound on linear span. In comparison to de Bruijn sequences, we can construct EC-sequences algebraically and can generate EC-sequences e ciently in software or hardware by means used for implementation of elliptic curve public-key cryptosystems 36, 23, 51] .
In the rest of this section, we will introduce some notation, concepts and preliminary results that will be used throughout this paper. (4) if E is non-supersingular. The points P = (x; y), x; y 2 GF(2 n ), that satisfy this equation, together with a \point at in nity" denoted O, form an Abelian group (E; +; O) whose identity element is O.
Let P = (x 1 ; y 1 ) and Q = (x 2 ; y 2 ) be two di erent points in E and both P and Q are not equal to the in nity point.
Addition Law for E supersingular: For 2P = P + P = (x 3 ; y 3 
Constructions of Pseudorandom Sequences from Elliptic Curves over F q
In this section, we give three types of constructions of binary sequences from an elliptic curve over F q . Let E be an elliptic curve over F q . Let P = (x 1 ; y 1 ) be a point of E with order v+1j#E(F q ). Let ? = (P; 2P; ; vP) where iP = (x i ; y i ), 1 i v. Note that v is even if E is supersingular and v may be odd or even if E is non-supersingular. So, we can write v = 2l if E is supersingular and v = 2l+e; e 2 F 2 if E is non-supersingular. ; v (9) where length(S) = 2v. For a convenient discussion in the following sections, we write S starting from 1, we denote 0 as 2v when the index is computed modulo 2v. We call S a binary elliptic curve pseudorandom sequence generated by E(F q ) of type I, an EC-sequence for short.
Let A = (a 1 ; a 2 ; ; a l ) and B = (b 1 ; b 2 ; ; b l ). If U = (u 1 ; u 2 ; ; u t ), then we denote U= (u t ; u t?1 ; ; u 1 ), i.e., U written backwards.
Theorem 1 With the above notation. Let v + 1j#E(F q ), and let S = (S 0 ; S 1 ) T be a EC-sequence generated by E(F q ) of length 2v whose elements are given by (9) . S 0 = (x 1;j ; x 2;j ; ; x v;j ) and S 1 = (y 1;j ; y 2;j ; ; y v;j ) (13) An EC-sequence S of type II, written into a form of a (2; v) interleaved sequence, will be de ned as S = (S 0 ; S 1 ) T . Theorem 1 can be generalized to this type of EC-sequences.
Remark 2 The row sequences S 0 and S 1 of the EC-sequence constructed by (9) are just the sum of n component sequences fx i;j g v i=1 ,0 j n ? 1 and the sum of n component sequences fy i;j g v i=1 , 0 j n ? 1, respectively. Theorem 2 Let S = (S 0 ; S 1 ) T be an EC-sequence de ned by (13) . Let A j = (x 1;j ; ; x l;j ) and B j = (y 1;j ; ; y l;j ): Starting with the next section, we restrict ourselves to discussing EC-sequences of type I. We will refer to these simply as EC-sequences. We will investigate the randomness properties of the other two types of EC-sequences in a separate paper.
Statistical Properties of Supersingular EC-Sequences
In this section, we discuss the statistical properties of EC-sequences generated by supersingular curves over F 2 n where n is odd. Let A = (a 0 ; ; a p?1 ), w(A) represent the Hamming weight of sequence A. i.e., w(A) = jfi j a i = 1; 0 i < pgj:
For convenience, we generalize the notation of Hamming weight of binary sequences to functions from F q to F 2 . Let g(x) be a function from F q to F 2 , the weight of g is de ned as w(g) = fx 2 F q jg(x) = 1g. From 35], we have three di erent isomorphic classes for supersingular curves over F q (q = 2 n ) for n odd. For two isomorphic curves E(F q ) and T(F q ), we denote as E = T. (ii) Let We also have (c 4 ) = n 00 + n 11 ? (n 10 + n 01 ): (27) (i) E 2 E 1 =) Tr(c 4 ) = 0. According to Lemma 2 =) w(g) = 2 n?1 =) n 00 = n 11 and n 10 = n 01 . Therefore n 10 = 2 n?1 ? n 11 . Substituting it into (27), we get n 10 = 2 n?2 ? (c 4 )=4:
(28) Substituting (26) into (28), the identity (21) follows.
(ii) E 2 E 2 =) Tr(c 4 ) = 1. According to Lemma 2,  w(f) = 2 n?1 : (29) Substituting (30) into (25) Table 2 Lemma 4 Let U be a CF sequence of length 2d and 0 < w(U) < 2d. Then per(U) = 2d.
Proof We claim that per(U) 6 = 2. Otherwise, from the coset xed condition u 2i = u i , 1 i d, we get w(U) = 0 or w(U) = 2d, which is a contradiction with the given condition. Therefore we can write per(U) = t where 2 < t and tj2d. If t < 2d, let 2d = ts. Then u t+i = u i ; i = 1; 2; : From (34) and (35), we get u l?i = u l+1+i ; 0 i l ? 1 (36) where l = t=2 if t is even and u l?i = u l+i ; 1 i l ? 1 (37) l = (t + 1)=2 if t is odd. From condition 2 in De nition 1, u 2i = u i + c; 1 i t: (38) In the following, we will prove that there exists k : 0 k < l such that (u t+2k+1 ; u t+2k+2 ) = (1; 0): (39) If t is odd, since 0 < w(U) < 2d, from P condition of U, it is easy to see that. Assume that t is oven. If c = 1 in CF condition, then u 1 = u 2 + 1. So, there at least exists one k = 0 such that (39) Case 1 t = 2l. Applying the above identities, u l+k+1 (38) = u 2l+2k+2 + c = u t+2k+2 + c: (40) On the other hand, u l+k+1 (36) = u l?k (38) = u 2l?2k + c = u t?2k + c (35) = u t+2k+1 + c (41) (40) and (41) =) u t+2k+1 = u t+2k+2 which contradicts with (39) . Thus per(U) = 2d. Case 2 t = 2l ? 1. u l+k+1 (38) = u 2l+2k+2 + c = u t+2k+1 + c: (42) u l+k+1 (37) = u l?k?1 (38) = u 2l?2k?2 + c = u t?2k?1 + c (35) = u t+2k+2 + c (43) (42) and (43) Proof From Theorem 4, we have 0 < w(S 0 ) < v. Applying Theorem 5, the result follows. 2 
Linear Span of Supersingular EC-Sequences
In this section, we derive a lower bound and an upper bound for the EC-sequences generated by supersingular elliptic curves in the isomorphic class E 1 . For convenience in using Proposition 1, from now on we will rewrite S, S 0 and S 1 with the starting index at 0, i. 
Discussion
Now we have constructed a class of EC-sequences, generated by supersingular elliptic curves in E 1 , which has large linear span and small bias unbalance. Precisely, let n = 2m + 1, and let G(E 1 ) = fS = fs i gjS generated by E(F 2 n ) 2 E 1 and per(S) = 2vg where v = #E(F 2 n ) ? 1. We also denote G(E 1 ) as an elliptic curve pseudorandom sequence generator of type I (ECPSG I). According to Theorems 1 and Theorems 4-6, we have the following data for S 2 G(E 1 ). In the following table we compare the period, frequency range of 1 occurrence, unbalance range, and linear span (LS) of ECPSG I with other sequence generators, such as lter function generators (FFG), combinatorial function generators (CFG), and clock controlled generators (CCG). We also include data for de Bruijn sequences. Since implementation of ECPSG relies only on implementation of elliptic curves over GF(2 n ), we can borrow software/hardware from elliptic curve public-key cryptosystems to implement ECPSG. We conclude that ECPSG I is suitable for use as a key generator in a stream cipher cryptosystem. 
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